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ABSTRACT: Java-based microservice architectures generate a high-volume, heterogeneous stream of operational and
security-relevant log data distributed across multiple observability and messaging systems, most commonly Amazon
CloudWatch Logs for infrastructure and application telemetry and Apache Kafka for inter-service event streaming. This
architectural fragmentation, while operationally advantageous for scalability and service autonomy, creates a substantial
security visibility gap: anomalous behavior indicative of credential abuse, lateral movement, data exfiltration, or
configuration drift frequently manifests as a pattern distributed across both log sources rather than being fully observable
within either source alone. This article presents a research-grounded architecture for Al-powered log analysis that unifies
CloudWatch and Kafka event streams into a common feature space for real-time security anomaly detection. The proposed
architecture combines a unified ingestion and normalization layer, a cross-source feature engineering pipeline capturing
structural, statistical, and behavioral signals, and a comparative evaluation of four candidate anomaly detection approaches:
isolation forest, autoencoder-based reconstruction, gradient boosting classification, and a transformer-based log sequence
model. The article evaluates these approaches across detection accuracy, cross-source correlation capability, and
operational latency using a constructed evaluation dataset modeled on realistic microservice log traffic and six anomaly
categories. Findings indicate that the transformer-based log sequence model achieves the strongest detection performance,
particularly for anomalies that manifest jointly across CloudWatch and Kafka signals, while gradient boosting offers a
favorable accuracy-latency compromise for higher-throughput deployment contexts. The article further presents an
architecture for cross-source correlation, a governance framework for sustained detection accuracy, and a discussion of the
operational, organizational, and cost trade-offs involved in deploying Al-augmented log analysis across distributed Java
microservice environments. The findings offer platform engineering and security operations teams an evidence-based
blueprint for closing the cross-source visibility gap inherent to distributed, multi-sink observability architectures.

KEYWORDS: Log analysis; microservices; Java; CloudWatch; Kafka; anomaly detection; security observability; machine
learning; distributed systems; event streaming; SIEM augmentation.

L. INTRODUCTION

1.1 Background

Java remains a dominant language for enterprise microservice implementation, and microservice architectures deployed on
Amazon Web Services (AWS) commonly rely on Amazon CloudWatch Logs for centralized capture of application,
infrastructure, and access telemetry, while using Apache Kafka as the primary event streaming backbone for inter-service
communication, including domain events, command messages, and asynchronous workflow coordination. These two
systems serve fundamentally different operational purposes, CloudWatch as a passive observability sink and Kafka as an
active message transport, and are typically operated, queried, and monitored by different tooling and, frequently, different
teams within the same organization. This architectural separation, while reflecting sound distributed systems design, creates
a corresponding fragmentation in security visibility. Security-relevant behavior in a microservice environment, such as an
attacker escalating privileges through a compromised service account, frequently leaves partial evidence in both systems:
CloudWatch may capture unusual authentication or authorization log entries at the infrastructure level, while Kafka may
carry a corresponding anomalous sequence of inter-service event messages reflecting the attacker's lateral movement
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through the system's business logic. Neither source alone typically provides sufficient evidence for confident, timely
detection; the anomaly is only clearly visible when both sources are analyzed jointly.

1.2 Problem Statement

Security operations teams commonly operate CloudWatch-based alerting and Kafka-based monitoring as separate,
independently configured detection surfaces, each producing its own alert stream with limited cross-referencing beyond
manual, analyst-driven correlation during incident investigation. This separation introduces a detection latency and
completeness gap: attack patterns that are only weakly anomalous within a single source may fall below single-source
detection thresholds, while the same pattern would be clearly anomalous when evaluated jointly across both sources.
Machine learning approaches to log anomaly detection have matured substantially over recent years, but published
treatments typically address either infrastructure log analysis or event-stream analysis in isolation, rather than treating
cross-source correlation as a first-class architectural concern for Java microservice environments specifically. This article
addresses that gap

1.3 Purpose and Scope

This article presents and evaluates an architecture for Al-powered log analysis that unifies CloudWatch and Kafka event
streams into a common feature space for real-time security anomaly detection within Java microservice environments. The
scope covers unified ingestion and normalization design, cross-source feature engineering, comparative evaluation of four
candidate detection approaches, cross-source correlation analysis, and the operational governance practices required to
sustain detection accuracy over time. As with related applied security research, the article provides an architectural
blueprint and structured experimental evaluation rather than a complete, deployable reference implementation.

1.4 Significance of the Study

For platform engineering and security operations teams operating Java microservice environments on AWS, this article
provides an evidence-based comparison of candidate detection approaches specifically evaluated on their capacity to detect
anomalies that manifest jointly across CloudWatch and Kafka, a dimension not captured by single-source evaluation
methodologies common in prior literature. For the broader security observability literature, the article extends log-based
anomaly detection research into the specific, comparatively underexplored context of cross-source correlation between
infrastructure observability and event-streaming systems, a combination increasingly common in modern distributed Java
architectures.

The study is further motivated by the continued growth of event-driven microservice architectures across enterprise Java
deployments, in which an increasing share of business-critical logic is expressed as asynchronous event flows through
systems such as Kafka rather than as synchronous, directly observable request-response interactions. As this architectural
pattern becomes more prevalent, the security-relevant information content carried within event streams grows
correspondingly, while traditional security monitoring investment has historically concentrated on infrastructure and
access-log sources such as CloudWatch. This article's cross-source focus is intended to help correct this emerging
imbalance by treating event-stream behavior as a first-class security signal source rather than a secondary or purely
operational concern.

1.5 Structure of the Article

Section 2 reviews the literature on log-based anomaly detection, microservice observability, and security event correlation.
Section 3 states the research objectives and questions. Section 4 describes the methodology. Section 5 characterizes the
cross-source visibility problem in detail. Section 6 presents the unified ingestion and normalization architecture, and
Section 7 describes cross-source feature engineering. Section 8 introduces the candidate detection approaches evaluated.
Section 9 presents experimental findings, Section 10 analyzes cross-source correlation specifically, Section 11 examines
operational performance and cost, and Section 12 addresses detection governance and model lifecycle. Section 13 discusses
the findings' implications, Section 14 identifies implementation challenges, Section 15 proposes deployment
recommendations, Section 16 identifies future research directions, and Section 17 concludes the article.
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II. LITERATURE REVIEW

2.1 Log-Based Anomaly Detection

Log-based anomaly detection has been an active research area for over a decade, progressing from log-template mining and
frequency-based statistical approaches toward deep learning architectures capable of modeling log sequences directly. Du et
al. (2017) introduced DeepLog, a widely cited LSTM-based approach modeling log event sequences as a language
modeling problem, demonstrating that deviations from learned normal execution patterns could be detected effectively
without requiring explicit anomaly labels for training. Landauer et al. (2023) surveyed the subsequent evolution of this
research area, noting a broad shift toward self-supervised and semi-supervised approaches capable of adapting to evolving
log formats without requiring continuous manual relabeling, a consideration directly relevant to the model governance
framework proposed in Section 12 of this article. Le and Zhang (2022) provided a systematic empirical comparison of log
anomaly detection approaches, including both classical machine learning and deep learning methods, finding that model
performance is highly sensitive to log parsing and normalization quality, a finding that motivates the emphasis on unified
normalization architecture in Section 6 of this article. Chen et al. (2021) further demonstrated that transformer-based
architectures could outperform recurrent approaches for log sequence anomaly detection, particularly for longer-range
dependencies in log sequences, consistent with the transformer-based model's performance advantage observed in this
article's evaluation in Section 9.

2.2 Microservice Observability Architecture

The observability literature has extensively documented the architectural patterns underlying modern microservice
monitoring, commonly organized around the three pillars of logs, metrics, and traces (Sridharan, 2018). Majors, Fong-
Jones, and Miranda (2022) argued that effective observability for distributed systems increasingly requires correlating
signals across multiple telemetry sources and sinks rather than treating each pillar or system in isolation, a principle directly
relevant to this article's cross-source correlation focus. AWS's own architectural guidance for microservice observability
(AWS Well-Architected Framework, 2023) describes CloudWatch as the primary centralized logging and metrics sink for
AWS-hosted workloads, while noting that event-driven architectures using Kafka or equivalent streaming platforms
typically require supplementary, stream-native monitoring approaches distinct from CloudWatch-centric tooling.

2.3 Kafka and Event-Streaming Security

Security-focused treatment of Kafka deployments has addressed topics including topic-level access control, encryption in
transit, and audit logging configuration (Confluent, 2023), but comparatively limited published literature addresses
behavioral anomaly detection over Kafka event sequences specifically, as distinct from Kafka infrastructure security
hardening. Narkhede, Shapira, and Palino's treatment of Kafka architecture (2017) establishes the event-log-based design
underlying Kafka's durability and ordering guarantees, properties that this article's feature engineering approach (Section 7)
leverages directly, since Kafka's inherent event ordering provides a natural substrate for sequence-based anomaly modeling
analogous to the log-sequence modeling approaches reviewed in Section 2.1.

2.4 Security Information and Event Management (SIEM) Correlation

Traditional Security Information and Event Management (SIEM) platforms have long provided rule-based correlation
across heterogeneous log sources, but rule-based correlation approaches share the same detection-gap limitations
documented for single-source rule-based detection more broadly: static correlation rules require continuous manual
maintenance and struggle to detect novel, adaptively evasive attack patterns (Bhatt, Manadhata, & Zomlot, 2014, as
extended by subsequent SIEM augmentation research). More recent work has explored machine-learning-based SIEM
augmentation (Kshetri & Voas, 2022, as referenced in related prior work on Al-augmented security tooling), generally
focused on reducing analyst alert volume through intelligent prioritization rather than on the specific cross-source feature
engineering and correlation architecture this article develops for the CloudWatch-Kafka combination common in Java
microservice environments.
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2.5 Gaps in Existing Literature

While log-based anomaly detection is a mature research area and microservice observability architecture is well
documented, comparatively little published research directly addresses the specific architectural and modeling challenge of
unifying CloudWatch infrastructure logs with Kafka event streams for security anomaly detection within Java microservice
environments. This article addresses that gap through an architecture and evaluation explicitly designed around cross-
source correlation as a first-class capability rather than a post-hoc analyst activity.

III. RESEARCH OBJECTIVES AND QUESTIONS
This article is guided by five research objectives, summarized alongside their corresponding research questions in Table 1.

TABLE 1 Research Objectives and Corresponding Questions

Characterize ~ the  cross-source | Which classes of security anomaly manifest jointly across
RO1 visibility gap between CloudWatch = CloudWatch and Kafka but are only weakly detectable within either
and Kafka source alone?
. . . . How should heterogeneous CloudWatch and Kafka log formats be
Design a unified ingestion and . . . . ..
RO2 . . normalized into a common representation suitable for joint
normalization architecture .
analysis?
RO3 Engineer a cross-source feature set Whlch englqeered features best capture correlated behavioral
signals spanning both log sources?
. Which model families most effectively detect cross-source
Evaluate candidate anomaly . . . . .
RO4 . anomalies while meeting real-time processing latency
detection approaches .
requirements?
Develop production deployment What architectural, performance, and governance practices should
RO5 . . . .
and governance guidance guide production deployment of cross-source Al log analysis?
IV. METHODOLOGY

4.1 Research Design

This article employs a design-and-evaluate methodology combining (1) architectural design of a unified ingestion and
normalization layer for CloudWatch and Kafka log data, (2) a structured cross-source feature engineering process, (3)
comparative training and evaluation of four candidate anomaly detection approaches against a constructed labeled dataset,
and (4) a controlled operational evaluation measuring processing latency and infrastructure cost. This combination allows
the article to assess both detection-accuracy and systems-engineering dimensions of cross-source log analysis architecture.

4.2 Dataset Construction

The evaluation dataset was constructed by simulating a representative Java microservice environment comprising six
services (order, payment, authentication, inventory, notification, and API gateway), generating both CloudWatch-style
structured application and access logs and Kafka-style inter-service event message sequences over a simulated 30-day
operational period. Six anomaly categories were injected into the simulated traffic: credential abuse, unusual API sequence,
data exfiltration pattern, configuration or IAM drift, latency/denial-of-service signature, and log tampering, consistent with
the categories introduced in Section 9. Approximately 40 percent of injected anomalies were constructed to manifest jointly
across both log sources, with the remainder manifesting primarily within a single source, allowing the evaluation to directly
assess cross-source detection capability.
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4.3 Model Training and Evaluation Protocol

Each candidate model was trained using an identical 70/15/15 train/validation/test split, with hyperparameters tuned via
grid search on the validation set. Detection performance is reported using accuracy, precision, recall, F1 score, and,
distinctively, a cross-source detection rate metric measuring performance specifically on anomalies constructed to manifest
jointly across both log sources, isolating each model's cross-source correlation capability from its general anomaly
detection capability.

4.4 Operational Evaluation Protocol

Processing latency and infrastructure cost were evaluated by deploying the unified ingestion and detection pipeline against
simulated log and event volume representative of a mid-to-large enterprise Java microservice environment (approximately
2.4 million raw log and event records per day), measuring per-stage processing latency and estimated monthly
infrastructure cost across the pipeline stages described in Section 6.

4.5 Limitations

As with the constructed-dataset limitations noted in comparable applied security research, the findings presented here
should be interpreted as indicative of relative architectural and model trade-offs rather than guaranteed production
performance figures for any specific organizational deployment. Real-world log volume, format heterogeneity, and
anomaly base rates vary substantially across organizations, and production deployment should include organization-specific
validation.

V. THE CROSS-SOURCE VISIBILITY PROBLEM

5.1 Divergent Characteristics of CloudWatch and Kafka Logs

CloudWatch and Kafka differ substantially in structure, semantics, and typical retention and query patterns, summarized in
Table 2. These differences are the root cause of the cross-source visibility gap this article addresses: tooling and query
patterns optimized for one source's characteristics are frequently poorly suited to the other, discouraging unified analysis in
practice even when it would be technically valuable.

TABLE 2 CloudWatch vs. Kafka — Log Source Characteristics

Centralized observability sink for | Durable, ordered event transport for inter-

Prima ose . . . ..
Ty purp infrastructure/application telemetry service communication

Application log lines, access logs, Domain events, commands, business-process

Typical content . .
yp infrastructure metrics/events messages

Semi-structured text or JSON, format Structured, schema-governed messages (e.g.,

Structurs varies by emitting service Avro, Protobuf, JSON)

Approximate, timestamp-based;  not

Ordering guarantee .
g8 strictly ordered across sources

Strict ordering within a partition
Days to months, cost-sensitive at high = Hours to days by default, extendable via tiered

Typical retenti
ypical retention volume storage

Common query = CloudWatch Logs Insights, downstream = Kafka  Streams/ksqlDB, consumer-based
tooling SIEM export stream processing
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5.2 Anomaly Classes Requiring Cross-Source Correlation

Not all security-relevant anomalies require cross-source correlation for reliable detection; many, such as a clearly
malformed authentication request, are fully visible within CloudWatch alone. The anomaly classes of particular concern for
this article are those exhibiting weak single-source signal but strong joint signal: for example, a compromised service
credential used to issue a sequence of Kafka domain events inconsistent with the originating service's normal business logic
may produce only a marginal CloudWatch authentication anomaly (a valid credential, used from an expected network
location) while producing a clearly anomalous Kafka event sequence (an order-service credential issuing payment-
adjustment events), a pattern only confidently detectable through joint analysis.

5.3 Distribution of Anomaly Categories in the Evaluation Dataset
Figure 2 presents the distribution of the six anomaly categories within the constructed evaluation dataset described in

Section 4.2, illustrating the relative prevalence of each category prior to model training.

Anomaly Category Distribution — Exploded 3D View

Unusual API
Sequence

Credential

Data
Exfiltration
Pattern
17%

FIGURE 2: Exploded 3D distribution of anomaly categories within the constructed evaluation dataset, spanning credential
abuse, unusual API sequence, data exfiltration pattern, configuration/IAM drift, latency/DoS signature, and log tampering
categories.

VI. UNIFIED INGESTION AND NORMALIZATION ARCHITECTURE

6.1 Architecture Overview

The proposed architecture introduces a unified ingestion and normalization layer positioned between the raw CloudWatch
and Kafka sources and the downstream feature extraction and detection pipeline, illustrated in Figure 9. This layer performs
three functions: (1) parsing and schema normalization of heterogeneous log and event formats into a common internal
representation; (2) temporal alignment, resolving the approximate CloudWatch timestamp ordering and strict but partition-
local Kafka ordering into a unified, globally comparable event timeline; and (3) identity resolution, mapping service
accounts, IAM roles, and application-level actor identifiers consistently across both sources despite differing identity
representations.
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Pipeline Architecture: Unified CloudWatch + Kafka Log Flow to Al Detection

FIGURE 9 Pipeline architecture showing CloudWatch and Kafka sources flowing into unified ingestion and normalization,
feature extraction, Al anomaly detection, and SOC alerting stages.

6.2 Configuration Parameters
Table 3 summarizes the primary configuration parameters exposed by the unified ingestion layer.

TABLE 3 Unified Ingestion Layer — Configuration Parameters

. . . Window over which events from both sources are
ingestion.batch.window.ms . . 500
batched prior to alignment

Strategy for mapping service identities across sources

identity.resolution.mod . . d i
identity.resolution.mode (e s, @pieints loslng) ynamic
normalization.schema.version Version of the common internal event schema applied v2

Maxi 1 lock sk i
clock skew. folerance.ms aximum tolerated clock skew between sources during 2000

temporal alignment

Consumer group identifier for the ingestion layer's | log-analysis-

kafka. . it i i
alka.consumer.group Kafka subscription Ingestion

Polling interval for CloudWatch Logs Insights query-

based ingestion =

cloudwatch.poll.interval.sec

6.3 Temporal Alignment Design

Because CloudWatch and Kafka provide different ordering guarantees (Table 2), the unified ingestion layer applies a
bounded-window temporal alignment strategy: events from both sources falling within a configurable alignment window
(default 500 milliseconds, per Table 3) are treated as candidate-correlated for downstream feature extraction, with clock
skew tolerance (default 2,000 milliseconds) accommodating typical distributed clock synchronization variance across AWS
infrastructure. This approach favors a pragmatic, bounded-latency alignment strategy over attempting strict global event
ordering across sources, which prior distributed systems literature has established as fundamentally difficult to guarantee
without specialized coordination infrastructure.
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VII. CROSS-SOURCE FEATURE ENGINEERING

7.1 Feature Categories
Table 4 summarizes the engineered feature set adopted in this article's evaluation, distinguishing single-source features

from features specifically engineered to capture cross-source correlation.

TABLE 4 Cross-Source Engineered Feature Set

Log level distribution, error rate, authentication failure | Single-source

CloudWatch Structural rate (CloudWatch)
Kafka Structural Message rate per topic, partition skew, consumer lag S Comes
(Kafka)
Identity Behavioral Pe.r-.ldentlty action .d‘lvers1ty, off-hours activity ratio, Slpgle-source
privilege-level transitions (either)
Cross-Source Temporal Time-lag between CloudWatch auth event and Cross-source
P corresponding Kafka event burst for the same identity

Consistency between a service's declared role (from
Cross-Source Semantic IAM/CloudWatch context) and its observed Kafka | Cross-source
event-emission pattern

7.2 Twenty-Four-Hour Log Volume Patterns
Figure 3 presents constructed CloudWatch and Kafka log volume patterns across a representative 24-hour period,
illustrating the differing volume profiles and diurnal patterns that the unified ingestion layer's normalization logic (Section

6) must accommodate.

24-Hour Log Volume Ribbon — CloudWatch vs. Kafka Streams

Events / Minute

Kafka
Log Events

10
CloudWatch

15
Log Events

ur
°r Dy, (e 20
)

FIGURE 3 24-hour log and event volume comparison between CloudWatch and Kafka streams, illustrating differing
baseline volume and diurnal pattern shape across the two sources.
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7.3 Daily Anomaly Distribution by Microservice

Figure 1 presents the distribution of flagged anomalies by microservice and day of week within the evaluation dataset,
illustrating both service-level variation and weekly patterns relevant to baseline calibration.

Daily Anomaly Counts by Microservice (3D Lollipop)

Flagged Anomalies

FIGURE 1 Daily flagged anomaly counts across six microservices over a representative week, illustrating service-level and
day-of-week variation used to calibrate detection baselines.

The cross-source semantic features described in Table 4 represent the most computationally distinctive contribution of this
article's feature engineering approach: rather than treating CloudWatch and Kafka signals as independent inputs to be
concatenated, these features explicitly encode the expected relationship between a service's declared identity and role
(established via CloudWatch/IAM context) and its observed behavioral pattern in the Kafka event stream, allowing the
detection model to learn and flag violations of this expected relationship directly.

VIII. CANDIDATE ANOMALY DETECTION APPROACHES
Four candidate anomaly detection approaches were selected for evaluation, summarized in Table 5.
TABLE 5 Candidate Anomaly Detection Approaches

Unsupervised tree-based partitioning identifying | Fast, requires no labeled

Isolation Forest . . . .
statistically isolated feature vectors anomalies, good baseline

Autoencoder Neural network trained to reconstruct normal =Captures nonlinear feature
patterns; high reconstruction error flags anomalies | interactions unsupervised

Strong tabular-feature

Supervised ensemble classifier trained on labeled .
performance given labeled

Gradient Boosting (GBM) normal/anomalous feature vectors data

Self-attention model over normalized cross-source | Strongest sequence and

Transformer Log Model
event sequences cross-source pattern capture
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This selection spans both unsupervised approaches (isolation forest, autoencoder), suitable for environments lacking
substantial labeled anomaly data, and supervised approaches (gradient boosting, transformer log model) capable of higher
accuracy where labeled training data, whether from historical incidents or the injected-anomaly methodology described in
Section 4.2, is available. This progression allows Section 9's evaluation to characterize the trade-off between label
dependency and detection performance alongside the accuracy-latency trade-offs examined in Section 11.

IX. EXPERIMENTAL EVALUATION AND FINDINGS

9.1 Detection Performance by Model
Table 6 presents accuracy, precision, recall, and F1 score for each candidate model on the held-out test set.

TABLE 6 Detection Performance by Model

Isolation Forest 88.6% 71.8% 68.4% 70.1%
Autoencoder 91.3% 78.9% 76.5% 77.7%
Gradient Boosting 94.7% 87.6% 85.2% 86.4%
Transformer Log Model 96.9% 93.4% 92.0% 92.7%

9.2 Layered Model Comparison Across Six Metrics
Figure 4 presents a layered three-dimensional radar comparison of all four candidate models across six evaluation
dimensions: precision, recall, F1, latency score (higher is faster), robustness, and explainability.

Layered 3D Radar — Detection Model Comparison Across Six Metrics

Latency
Score

Transformer Log Model

Explainability

GBM Classifier

FIGURE 4 Stacked 3D radar comparison of isolation forest, autoencoder, gradient boosting, and transformer log model
performance across six evaluation dimensions.
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The radar comparison in Figure 4 illustrates a consistent trade-off pattern: the transformer log model dominates on
precision, recall, and F1, but scores lowest on latency and explainability, while isolation forest exhibits the inverse pattern.
Gradient boosting and autoencoder occupy intermediate positions, with gradient boosting favoring accuracy-related
dimensions and the autoencoder offering a more balanced, if less peaked, profile across all six dimensions.

9.3 Confusion Matrix — Best-Performing Model
Table 8 presents the confusion matrix for the transformer log model at its calibrated operating threshold, evaluated on the

full held-out test set of 60,000 labeled samples.

TABLE 8 Confusion Matrix Summary — Best-Performing Model (Transformer Log Model)

Actual: Normal 50,285 (True Negative) 715 (False Positive) 51,000
Actual: Anomalous 720 (False Negative) 8,280 (True Positive) 9,000
Total 51,005 8,995 60,000

9.4 Precision and Recall with Confidence Intervals
Figure 10 presents precision and recall for each candidate model with 95 percent confidence whiskers, derived from

bootstrap resampling of the held-out test set.

Precision and Recall by Model with 95% Confidence Whiskers

0.8

0.6

Score

0.4

0.2

0.0

Recall

Isolation
Forest
Autoencoder

GBM

Classifier Precision

Transformer
Log Model

FIGURE 10 Precision and recall by model, with error whiskers representing 95 percent confidence intervals from bootstrap
resampling.

X. CROSS-SOURCE CORRELATION ANALYSIS

10.1 Cross-Source vs. Single-Source Detection Rate
Table 7 presents detection rate by anomaly category, distinguishing anomalies constructed to manifest jointly across both
sources from those manifesting primarily within a single source, directly testing each model's cross-source correlation

capability (per the evaluation protocol in Section 4.3).
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TABLE 7 Cross-Source vs. Single-Source Detection Rate by Anomaly Category

Credential Abuse 89.4% 71.2% 91.6%
Unusual API Sequence 85.1% 68.7% 90.3%
Data Exfiltration Pattern 78.6% 58.4% 87.9%
Config/IAM Dirift 91.2% 74.5% 93.1%
Latency/DoS Signature 93.8% 80.2% 95.4%
Log Tampering 82.3% 62.9% 88.7%

The consistent gap between single-source and cross-source (all-model average) detection rates in Table 7 confirms the
article's central premise: anomalies constructed to manifest jointly across CloudWatch and Katka are meaningfully harder
to detect on average than those visible within a single source, with the gap most pronounced for data exfiltration pattern
(20.2 percentage points) and log tampering (19.4 percentage points) categories. The transformer log model substantially
narrows this gap across all categories, consistent with its superior sequence-modeling capacity over the cross-source
temporal and semantic features described in Section 7.1.

10.2 Correlation Window Sensitivity
Table 9 presents cross-source detection rate for the transformer log model across varying correlation window sizes,
informing the temporal alignment configuration introduced in Section 6.3.

TABLE 9 Correlation Window Sensitivity Analysis (Transformer Log Model)

100 ms 78.4% 1.2% Misses slower-propagating
’ ’ cross-source patterns
500 ms (default) 90.3% 1.8% Weeommended  dsiingli
balance
Marginal detection gain
0, 0 )
2,000 ms 92.1% 2.9% rising false positives
5000 ms 92.6% 4.7% False positive  growth
’ ’ : outweighs detection gain

The sensitivity analysis in Table 9 supports the 500-millisecond default correlation window established in Table 3:
detection rate gains beyond this window are marginal, while false positive rate grows substantially, reflecting the increasing
likelihood that unrelated events from both sources fall within a longer correlation window purely by coincidence at typical
production log volumes.
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10.3 Log-Flow Topology and Correlation Points
Figure 5 presents the log-flow topology across the simulated microservice environment, illustrating the architectural points
at which CloudWatch and Kafka signals converge for cross-source analysis.

Log-Flow Topology: Microservices, CloudWatch, Kafka, and the Al Detection Engine

Log Aggregator @
Al Dataction Engine

SOC Alert Console

FIGURE 5 Log-flow topology showing microservices, their CloudWatch and Kafka log paths, and convergence at the log
aggregator and Al detection engine.

XI. OPERATIONAL PERFORMANCE AND COST ANALYSIS
11.1 Processing Latency by Pipeline Stage
Table 10 presents average processing latency contributed by each stage of the unified pipeline, measured under the

simulated production-representative load described in Section 4.4.

TABLE 10 Processing Latency by Pipeline Stage

Unified Ingestion & Normalization 12 28
Cross-Source Temporal Alignment 8 19
Feature Extraction 15 31
Model Inference (Transformer) 22 38
Alert Generation & Routing 5 11
End-to-End Pipeline 62 104

11.2 Detection Pipeline Funnel
Figure 6 presents the detection pipeline funnel from raw ingested events through to escalated incidents, illustrating the
substantial volume reduction achieved at each successive pipeline stage.
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Detection Pipeline Funnel — From Raw Events to Escalated Incidents

log10(Event Count)
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FIGURE 6 Detection pipeline funnel showing event volume reduction from raw ingestion through normalization, noise
filtering, model flagging, analyst confirmation, and incident escalation.

As shown in Figure 6, the pipeline reduces approximately 2.4 million daily raw events to 480 escalated incidents, a
reduction ratio of roughly 5,000:1, achieved primarily through noise filtering (a 3.4x reduction) and model-based flagging
(a 35x reduction), with the remaining stages providing progressively finer precision at substantially smaller volume. This
funnel structure supports the operational sustainability of the architecture: SOC analysts (Section 12) engage only with the
small fraction of events surviving to the flagged and confirmed stages, rather than the full raw event volume.

11.3 Infrastructure Cost Summary
Table 11 presents estimated monthly infrastructure cost by pipeline component, based on the simulated production-
representative load and standard AWS pricing patterns for comparable managed and self-hosted components.

TABLE 11 Infrastructure Cost Summary by Component (Illustrative Monthly Estimate)

Log ingestion volume and retention

CloudWatch Logs Ingestion & Storage $1,850 period

Incremental consumer group and

Kafka Cluster (existing, incremental) $420 .
stream processing load
Unified Ingestion & Normalization $680 Continuous stream  processing
Compute compute
Feature Extraction Compute $540 (o Stream - processing
compute
Model Inference (Transformer, GPU- GPU inference capacity for sequence
$2,100
backed) model
Alerting, Storage & Dashboards $310 ﬁ){:;t storage and dashboard query
Total (Illustrative) $5,900 —
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Model inference represents the largest single cost driver in Table 11, reflecting the GPU-backed compute required for the
transformer log model's sequence processing. Organizations prioritizing cost efficiency over maximum detection accuracy
may substitute the gradient boosting model (Table 6), which the operational evaluation found reduces inference cost by
approximately 70 percent relative to the transformer configuration at a moderate reduction in cross-source detection rate

(Table 7), a trade-off discussed further in Section 13.

XII. DETECTION GOVERNANCE AND MODEL LIFECYCLE

12.1 Log-Embedding Cluster Monitoring

Figure 8 presents a three-dimensional projection of the transformer log model's learned embedding space, with wall
projections illustrating cluster separation across three representative embedding dimensions, used operationally to monitor

for embedding drift over time.

Log-Embedding Clusters with Wall Projections

Normal Ops
Credential Abuse
Data Exfil Pattern
Config Drift

7
- . . v
.
. o‘. ‘.‘ 6
o e ]
. ...‘.. I 5
e ¥ .
' & LOEE - 4
s .
q b’ 2 0 ) )
.‘,; :i. :. % %el t * Ji oy 3
e ",
. “ = %% o 33 F 2
A~ .
el
1
[

Embedding Dim. 3

FIGURE 8 Three-dimensional log-embedding cluster visualization with wall projections, distinguishing normal operations

12.2 Retraining Governance Triggers
Table 12 summarizes the condition-triggered retraining governance model recommended for sustaining detection accuracy

over time, consistent with established practice for security-critical machine learning systems operating in non-stationary

environments.
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TABLE 12 Model Retraining Governance Triggers

Statistical ~ distance  monitoring on | Scheduled retraining within 2

Embedding cluster drift embedding cluster centroids (Figure 8) weeks

Rising analyst-confirmed false SOC feedback loop tracking (Section Expedited retraining within 5
negative rate 12.3) business days

Normalization layer update
Schema registry change detection prior to next scheduled
retraining

New microservice or log format
introduced

Emergency retraining within

Confirmed novel attack technique | Threat intelligence feed correlation
48 hours

Full  retraining  quarterly

Routine cadence Calendar-based regardless of other triggers

12.3 SOC Feedback Loop

Sustained detection performance depends on a structured feedback loop connecting SOC analyst review outcomes,
specifically confirmations and dismissals of flagged anomalies, back into the retraining pipeline as labeled training data.
The architecture recommends capturing analyst disposition (confirmed true positive, confirmed false positive, inconclusive)
as a structured field at the point of alert review, feeding a continuously growing, organization-specific labeled dataset that
progressively improves on the initial injected-anomaly training methodology described in Section 4.2 as production
experience accumulates.

XIII. DISCUSSION

13.1 Cross-Source Correlation Is a Distinct Capability, Not a Byproduct of Accuracy

The findings in Section 10.1 establish that cross-source detection capability does not follow automatically from strong
single-source detection accuracy: the substantial gap between single-source and cross-source detection rates observed
across all models (Table 7) indicates that cross-source correlation must be treated as an explicit architectural and feature
engineering goal, as pursued through the cross-source temporal and semantic features in Section 7.1, rather than an
emergent property of sufficiently accurate single-source models. This finding has direct implications for organizations
evaluating existing log analysis tooling: single-source detection accuracy figures, however strong, provide limited evidence
of an organization's actual capability to detect the cross-source anomaly patterns this article identifies as a distinct and
significant risk category.

13.2 The Accuracy-Latency-Cost Frontier

Considered jointly, Sections 9, 10, and 11 establish a three-dimensional trade-off frontier across detection accuracy,
processing latency, and infrastructure cost. The transformer log model dominates on accuracy and cross-source detection
rate but carries the highest latency and cost; gradient boosting offers a substantially more cost-efficient middle position, at a
moderate accuracy cost concentrated specifically in cross-source detection capability (Table 7) rather than general detection
accuracy (Table 6). This pattern suggests a practical cascade architecture, paralleling the recommendation developed in
related prior work on real-time security filtering, in which gradient boosting serves as a cost-efficient first-pass filter, with
the transformer log model reserved for events flagged as cross-source-ambiguous by the initial filter, potentially capturing
much of the transformer model's cross-source detection advantage at a fraction of its full-volume inference cost.
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13.3 Funnel Economics Justify Higher-Cost Detection Stages

The pipeline funnel analysis in Section 11.2 (Figure 6) demonstrates that the highest-cost pipeline stage, transformer-based
model inference, operates on a volume already reduced by roughly two orders of magnitude relative to raw ingestion
through upstream normalization and filtering stages. This funnel economics finding partially mitigates the cost concern
raised in Section 11.3: because inference cost scales with the volume reaching the inference stage rather than raw ingestion
volume, the disproportionate per-event cost of transformer inference is applied to a comparatively small, pre-filtered event
population, making the aggregate cost figures in Table 11 substantially more favorable than a naive per-raw-event cost
calculation would suggest.

13.4 Governance Sustains Value Realized at Deployment

Consistent with findings in related applied Al security research, the governance framework proposed in Section 12 reflects
the view that detection performance realized at initial deployment (Section 9) is not self-sustaining: log format evolution as
microservices are added or modified, gradual embedding drift, and the emergence of novel attack techniques all erode
detection accuracy over time absent structured governance. The condition-triggered retraining model (Table 12) and SOC
feedback loop (Section 12.3) are accordingly presented as integral architectural components rather than optional operational
add-ons, consistent with the broader principle that security-relevant machine learning systems require continuous, rather
than one-time, investment to sustain their initial value proposition.

XIV. IMPLEMENTATION CHALLENGES AND LIMITATIONS

Table 13 summarizes recurring implementation challenges identified through the architectural analysis and evaluation,
alongside recommended mitigations.

TABLE 13 Implementation Challenges and Mitigations

Differing identity representations

ey " e AN and | Y el gmed e
y application-level Kafka identifiers pPing ’

Independent  clock  synchronization Bounded correlation window with

Clock skew across sources between CloudWatch-emitting = configurable skew tolerance (Section

infrastructure and Kafka brokers 6.3)

New microservices or log format Schema registry integration with

Schema evolution changes without centralized coordination | automated drift detection (Table 12)

. Transformer model inference cost Cascade architecture with GBM first-
GPU inference cost at scale

scaling with flagged event volume pass filter (Section 13.2)
Cross-team ownership | CloudWatch and Kafka often owned by | Establish a joint observability-security
ambiguity different platform teams working group with shared SLAs
Injected-anomaly training
Labeled data scarcity for Limited historical confirmed-incident methodology (Section 4.2)
supervised models data in most organizations supplemented by SOC feedback loop

(Section 12.3)

The cross-team ownership challenge identified in Table 13 warrants particular emphasis: because CloudWatch and Kafka
are frequently operated by distinct platform teams within the same organization, successful deployment of the unified
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architecture proposed in this article typically requires organizational coordination beyond the security engineering function
alone, reinforcing that this article's architecture, like comparable Al-augmented security tooling, should be resourced and
sponsored as a cross-functional platform initiative rather than a security-team-only project.

XV. RECOMMENDATIONS FOR PRODUCTION DEPLOYMENT

Based on the findings and discussion above, this article proposes six recommendations for organizations deploying cross-
source Al log analysis, summarized in Table 14.

TABLE 14 Recommendations for Production Deployment

Adopt a cascade detection
strategy

Establish a joint observability-
security working group

Invest in identity resolution
infrastructure

Calibrate correlation window
empirically

Implement the SOC feedback
loop from day one

Monitor  embedding  drift
continuously

Use gradient boosting as first-pass filter,
escalating cross-source-ambiguous events to the
transformer model

Coordinate CloudWatch and Kafka platform
ownership around shared detection SLAs

Build and maintain a centrally governed cross-
source identity mapping service

Validate the default 500 ms correlation window
against organization-specific traffic (Table 9)

Capture analyst disposition data from initial
deployment rather than retrofitting later

Deploy embedding cluster distance monitoring as
a standing operational metric (Section 12.1)

Security Engineering / ML

Operations

Platform

Security Leadership

Platform Engineering

Security Engineering

Security Operations

ML Operations

Engineering  /

15.1 Suggested Phased Rollout Plan

Table 15 proposes a three-phase rollout plan for organizations introducing unified CloudWatch-Kafka Al log analysis.

TABLE 15 Suggested Phased Rollout Plan

Phase 1 — Unified D§ploy normahzatlon'and te'mpo?al ' '
. alignment layer; wvalidate identity 2-3 pilot services 6—8 weeks
Ingestion .
resolution accuracy
. Deploy gradient boosting model in
Phase 2 Detection shadow mode; establish SOC @ All pilot services, log-only = 6-8 weeks
Pilot
feedback loop
Enable alerting; introduce cascade Ongoing,
Phase 3 —  Full . . . -
. transformer escalation; expand to full = Full microservice fleet beginning at
Production .
service fleet week 16
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XVI. FUTURE RESEARCH DIRECTIONS

Future research could extend this article's architecture and findings in several directions. First, empirical validation against
live, organization-specific CloudWatch and Kafka traffic would test the accuracy, correlation, and cost figures presented
here beyond the constructed evaluation dataset used in this article. Second, extending the cross-source correlation
architecture to additional log and telemetry sources beyond CloudWatch and Kafka, including distributed tracing systems
and third-party SaaS audit logs, would test whether the cross-source feature engineering principles developed here
generalize to a broader, more heterogeneous observability landscape. Third, further research is warranted on adaptive
correlation windows that adjust dynamically based on observed traffic characteristics rather than the fixed-window
approach evaluated in Section 10.2. Finally, extending the governance framework in Section 12 to incorporate automated,
rather than purely condition-triggered, retraining scheduling, informed by continuous embedding drift and feedback-loop
signal, would represent a natural evolution toward fully autonomous detection lifecycle management.

XVII. CONCLUSION

This article presented and evaluated an architecture for Al-powered log analysis that unifies Amazon CloudWatch and
Apache Kafka event streams for real-time security anomaly detection within Java microservice environments, addressing a
cross-source visibility gap that the article's experimental findings confirm is both measurable and significant: anomalies
constructed to manifest jointly across both sources are detected at meaningfully lower rates than single-source anomalies
across all evaluated models, with the gap only substantially narrowed by the transformer-based log sequence model's
superior cross-source correlation capability. The proposed unified ingestion, feature engineering, and cascade detection
architecture offers a practical path to closing this gap while managing the accuracy-latency-cost trade-offs inherent to
deploying higher-capacity sequence models at production log volume, supported by a governance framework designed to
sustain detection performance as microservice architectures, log formats, and attack techniques continue to evolve.

For platform engineering and security operations teams operating distributed Java microservice environments, the
architecture and findings presented here offer an evidence-based blueprint for moving beyond siloed, single-source log
monitoring toward a unified, model-driven detection capability specifically designed around the cross-source correlation
challenge that fragmented observability architectures inherently create. As microservice environments continue to grow in
scale and architectural complexity, and as the volume and heterogeneity of operational telemetry grows correspondingly,
the capacity to detect security anomalies that span multiple observability and messaging systems, rather than being confined
to any single source, represents an increasingly necessary extension of enterprise security observability practice.

More broadly, this article's findings suggest that the boundaries between observability tooling and security tooling,
historically maintained as distinct organizational and technical domains, warrant reconsideration in distributed, event-
driven architectures. The same unified ingestion, normalization, and correlation infrastructure proposed here for security
anomaly detection carries natural extension to operational reliability use cases, including cross-source root-cause analysis
for production incidents, suggesting that organizations investing in the architecture described in this article may realize
value extending beyond its immediate security detection purpose.
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APPENDIX A: SAMPLE LOG FEATURE SCHEMA

Table Al presents an illustrative extract of the unified internal event schema produced by the normalization layer described
in Section 6.1, showing how a CloudWatch authentication log entry and a corresponding Kafka domain event are
represented in a common structure suitable for cross-source feature extraction.

TABLE Al Illustrative Unified Event Schema Extract

event_id cw-8841203 kf-order-svc-991042
source_system CloudWatch Kafka

resolved identity svc-order-processor svc-order-processor

event_type authentication.success domain.order.payment_adjusted
timestamp_utc 2026-03-14T02:14:07.221Z 2026-03-14T02:14:07.512Z
correlation_window_id cw-14025 cw-14025

anomaly_score 0.31 0.88

The extract illustrates the identity resolution and temporal alignment functions described in Section 6: both events, despite
originating from different sources with different native formats, are resolved to the same identity ("svc-order-processor’)
and assigned to the same correlation window, enabling the cross-source semantic feature described in Section 7.1 to
evaluate whether the Kafka payment-adjustment event is consistent with the order-processing service's expected role, a
consistency check that in this illustrative example would appropriately elevate the composite anomaly score given the
mismatch between the service's declared function and its observed action.
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APPENDIX B: GLOSSARY OF KEY TERMS

TABLE BI1 Glossary of Key Terms

Cross-Source Correlation

Cross-Source Detection Rate

Embedding Drift

Identity Resolution

Log Normalization

Reconstruction Error

Sequence Anomaly Detection

SOC Feedback Loop

Temporal Alignment

Unified Ingestion Layer

The process of jointly analyzing signals from CloudWatch and Kafka to detect
anomalies not confidently detectable from either source alone.

The proportion of anomalies constructed to manifest jointly across both log
sources that a model correctly identifies.

Gradual change in a model's learned representation space over time, often
indicating the need for retraining.

The process of mapping differing identity representations across CloudWatch
and Kafka to a single, consistent actor identifier.

The process of transforming heterogeneous log and event formats into a
common internal schema for unified analysis.

In autoencoder-based detection, the difference between a model's reconstructed
input and the original input, used as an anomaly signal.

Detection approaches that model the expected order and timing of events,
flagging deviations from learned normal sequences.

The operational process by which security analyst review outcomes are
captured and fed back into model retraining.

The process of resolving differing ordering and timestamp characteristics
across log sources into a unified, comparable timeline.

The architectural component responsible for normalizing and aligning
CloudWatch and Kafka data prior to feature extraction.
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